NudpopmannonHas namMaTKa 1/ 00y4aromuxcs s pa3MelneHust Ha 0puuuaIbHbIX
HNHuTepHeT-pecypcax

C KaXXIbIM Ioag0M MOJIOACKHU B MHTCPHCTC CTAHOBUTBLCA 60JIBHI€, a IMIKOJIbBHUKH OJHU
U3 CaMbIX aKTUBHBIX INOJb30Bareneil Pynera. Mexay TeMm, MOMHMO OrpOMHOTO KOJHYECTBA
BO3MOXXHOCTEH, MHTEpPHET HECET U MpoOjemMbl. JTa MaMaTKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJHUTHCS B CETH.

KomrmbrotepHbie BUPYCHI

KomnbroTepHblii BUpYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOIl SIBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO. B 1omonnenne K 3Tomy, BUPYCHI
MOTYT MOBpPEAUTh WIM IOJHOCTBIO YHHUYTOXMTb Bce (aiuibl M JaHHbIE, IOJKOHTPOJIbHbIE
I10JIb30BATENI0, OT MMEHU KOTOPOro ObLIA 3allyllieHa 3apaKCHHAs IPOrpaMMa, a TaKKe IOBPEIUTh
WIA AK€ YHUYTOXKMTH ONEPALMOHHYIO CUCTEMY CO BceMu (aitmamu B 1esnom. B GosibiimHCTBE
CJIy4aeB paclpOCTPAHSAIOTCS BUPYCHI UEPE3 HHTEPHET.

Mertoasl 3alUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Hcnonb3yit cOBpeMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIM YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTPAMM;

2. [TocTosiHHO ycTaHaBnuBai mauT (IMQpOBbIC 3aIUIaTKH, KOTOPbIE aBTOMATHUYCCKH
YCTaHABJIMBAIOTCS C EIbI0 JJOPAOTKKU MPOrpaMMbl) U IPyrue OOHOBIICHHS CBOCH OIEpallMOHHON
cucrembl. CkaumBail UX TONbko ¢ oduuuanmpHOro caiirta paspadorunka OC. Ecnu cymectByer
pEeXKUM aBTOMATUYECKOTO OOHOBIICHUS, BKJIIOUYH €TO;

3. PaGoraii Ha cBOeM KOMIIBbIOTEPE I0J1 IPAaBaMU I0JIb30BATENS, @ HE aIMUHUCTPATOPA.
OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTAJUIMPOBATHCS Ha TBOEM
MIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnons3yit aHTUBHPYCHBIE IPOTPAMMHBIE TPOIYKTHI U3BECTHBIX IIPOU3BOIUTEIEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Ol"paHI/I‘lB (I)I/ISI/ILIGCKI/II\/’I JOCTYIl K KOMIBIOTEPY IJIsI HIOCTOPOHHUX JIUII,

6. Hcnonp3yit BHEIIHUE HOCUTENHM MH(GOpMAIMY, TaKue Kak ¢uielika, TUCK WU (aiin
U3 UHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHHUKOB,

7. He otkpriBaii komnbloTepHbIE (Daifiibl, TOJTyUYE€HHbIE U3 HEHAJICKHBIX HCTOYHUKOB.
Haxe Te (haitnbl, KOTOpbIE MpUCIIal TBOM 3HAKOMBIN. Jlydlle yTOYHM y HETro, OTIPABIISII JIM OH Tebe
ux.

Cetu WI-FI

Wi-Fi - 310 He BHJ nepeadd JaHHbBIX, HE TEXHOJIOTHs, a BCEro JIMIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanickas kommanusi 3apeructpupoBana OpeHn «WECA», uto o6o3Hauano
cnoBocouetanue «Wireless Fidelity», KOTOpbIii TepeBOAUTCS KaK «OECIpOBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHM JomDIa Jpyras a0OpeBumaTypa, KOTopasl SIBISCTCS TaKOH ke
TexHosoruei. Oto abopeBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLJIO JaHO ¢ HAMEKOM Ha CTaHAAPT
BBICIIIHIA 3BYKOBO# TexHUKHU Hi-Fi, 4T0 B IepeBo/ie 03HaYaeT «BBICOKA TOYHOCTDY.



Jla, OecrmiaTHBI MHTEPHET-AOCTYN B Kade, OTENIX W a’pomopTax SIBISETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE 3KCIepThl CUUTaIOT, 4To obmenocrymusie Wi-Fi
CETH He SIBISIOTCS OE30MaCHBIMH.

Cogertsl 110 Ge30macHocTH padboTe B 061IenocTynHbIx ceTsax Wi-fi:

1. He mepenaBaii cBoro nuunyro uHpopMmanuioo uepe3 obmenoctymnasie Wi-Fi cern.
PaGoras B HUX, *KeNaTenbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KAaKHe-TO HOMEpa,

2. Hcnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOTpaMMBbl U OpaHamayep. Tem caMbIM TbI
oOe3onacuIb ce0s OT 3aKa4KH BUPYyca Ha TBOE YCTPOICTBO;

3. ITpu wucrons3oBanuu Wi-Fi otkmroun dyakimuio «OO6mumid goctyn K ¢aitnam u
npuHTepam». [lanHas (yHKIUS 3aKphiTa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIE IOJ30BATEIH
AKTUBUPYIOT €€ JUTs yI00CTBa MCIIOJIb30BaHMsI B paboTe wiu yueoe;

4, He ucnons3yit myonuunsii WI-FI nns nmepenauu nTUYHBIX JAaHHBIX, HApUMEp IS
BBIXO/Ia B COI[MAJIBHBIC CETH WJIH B JICKTPOHHYIO ITOUTY;

o. Nnone3yit Tonpko 3amumieHHoe coenaunenue uepe3 HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wmoOunbHOM Tenmedone orkimoun  pyakmmioo  «[lomkmouenne k- Wi-Fi
aBTOMaTH4YeCKh». He mormyckail aBTOMaTHYECKOrO MOAKIIOUCHHs ycTpoiictBa k cetsm Wi-Fi Ge3
TBOETO COIJIACHS.

CouuanbHble CETH

CornuanbHble CeTH aKTHUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIOAM pabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yixe 3aperucTprpoBaH MUJLTHAP/ YSTOBEK, UTO SBISCTCS OJHOW CEIbMOM
BCEX JKUTeNed MmiaHeThl. MHOTHE MOJIh30BaTeNld HE TTOHMMAIOT, 4TO MH(pOpMaIus, pa3MenieHHas
MMH B COLIMAJIBHBIX CETSAX, MOXET OBbITh HaliJIeHa M WCIIOJIh30BaHA K€M YrOJHO, B TOM YHCIIe HE
00s13aTeNBbHO ¢ OJIaTMMH HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COLMAJIbHBIX CETIX.

1. Orpanuub CHHCOK Jpy3ei. Y TeOs B JAPY3bsX HE JOJDKHO OBITh CIYYalHBIX H
HE3HAKOMBEIX JIFOIEH;

2. 3amminai CBOIO YacTHYIO >KM3Hb. He ykaspiBail mapoid, TenedoHsl, aapeca, aary
TBOETO POXKJICHUS U APYTYIO JIMYHYIO HHPOPMAIUIO. 3MTOYMBIIIICHHHKH MOTYT UCTIOJB30BaTh JaKe
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTENHN TUIAHUPYETE MPOBECTH KaHUKYJIbI,

3. 3amminai CBOIO PEemyTaIHio - JEPKHU €€ B YUCTOTE M 3a7aBail ce0e BOMPOC: XOTel
OBl ThI, 4TOOBI APYTHE MOIH30BATEIN BUJIEIH, YTO ThI 3arpyxaeiib? [logymaii, mpexe 4eM 4To-To
OITyOJIMKOBAaTh, HAMKCATh U 3arPy3UTh;

4. Ecau TBI rOBOpHIIB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE UCIOJIb3YH CBOE PEAIbHOE
UMS 1 JPYTYIO JTUUHYI0 HH(GOPMAIMU: UMSI, MECTO )KUTEJIbCTBA, MECTO y4eObl U Tpouee;

o. W36erait pazmerienus ¢pororpaduii B UnTepHeTe, rue Thl H300pa’keH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIIPEAETUTH TBOE MECTOIIOJIOKEHUE;



6. [lpn perucrtpanuu B COLMATBHON CETH HEOOXOIMMO HCIIOJIB30BATh CIOKHBIC
napoJiu, cocrosiue u3 OykB v UGp U C KOJIMYECTBOM 3HAKOB HE MeHee 8,



7. JIy1st conMaibHOM CETH, TIOYTHI M APYTHX CAUTOB HEOOXOAMMO HCIOIL30BATh Pa3HbIC
HapOJ'II/I. Torz[a cClin TGGH B3JIOMAaKOT, TO 3JIOYMI>IH_UICHHI/IKI/I nonyan I[OCTYH TOJIBKO K OILHOMy
MECTY, a HEe BO BCE cpasy.

9J'IGKTp0HHBI€ JCHBI'N

DNEeKTpOHHBIC JCHBI'M — OSTO OYEHb YAOOHBIA CIOCOO IUIATEKEH, OJHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHbT .

3JICKTpOHHBIe JCHBI'M IIOABHJIIMCH COBCEM HCIAABHO M HMCHHO H3-3a OTOrO BO MHOI'MX
rocyaapcCrBax A0 CHUX IIOp HE IPOIIMCAHO IIPO HUX B 3aKOHAaXx.

B Poccun xe oHuM (PyHKUMOHHPYIOT M O HHX YK€ MPOMHCAHO B 3aKOHE, IIe X
pa3zensiioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE -
3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJUTH ONepanuu 0e3 UASHTH(PHUKAIUU TOJIb30BaTENd, a B
HEAHOHHMMHBIX UICHTH()HUKAIUH ITOJTH30BATEIS SBISCTCS 00s13aTSIIEHOM.

Taxke cnemyer pasznuuaTh SJIEKTPOHHBIC (UaTHBIE NEHBIH (PaBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIC HEUATHBIE IEHbIH (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMMU:

1. [TpuBsiku K cueTy MOOUIBHBIN TenedoH. ITO camblil yIOOHBIN U OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JOCTyNl K cuery. [IpuBsi3aHHBI TenedOH IOMOXKET, €cliu 3a0yJelnib CBOU
TUTATEKHBIA MApOoJIb WK 3ai/IelIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit onHopazoBbie naponu. [locne mepexona Ha YCHUIIEHHYHO aBTOPHU3ALIMIO
Tebe y:xe He OyJeT yrpokKaTh OMACHOCTh KPAayKU WJIM NIEpexBaTa IJIaTEKHOTO HapoJis;

3. Bri6epu cnoxHbiil maposbs. IIpecTynHukam OyaeT HE HMPOCTO yrajaTh CIIOKHBIN
naposib. HanexHele maposin — 3TO NMapojv, KOTOPBIE COAEpKAT HE MEHEE 8 3HAKOB M BKIIIOUAIOT B
ce0s CTpOUHbIE U MPONUCHBIE OYKBBI, HU(MPHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢yHTa, BOCKIMLATEeNbHBIN 3HaK U T.. Hanpumep, StROng!;;

4. He BBOIM cBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSIEILb.

OneKTpoHHas MOHTA

DNEeKTpOHHAs NI0YTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 110 NEPECHUIKE

u MOJTYYEHHUIO EKTPOHHBIX COOOIEHH, KOTOPBIE paclpeeNaioTcs B KOMIIbIOTEPHOM
ceth. OOBIYHO  BJEKTPOHHBIM  TOYTOBBIM  SIIMK  BBIMJISAUT — CIHEAYIOLIUM  00pazoM:
UMS_TIOJIb30BATEIA(@UMsL_JoMeHa. Takke KpoMme TIepefadyd MpOCTOro TEeKCTa, HMeeTcs
BO3MOXXHOCTh TepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ ANMEKTPOHHON TTOUTOM:

1. Hano Bb1OpaTh NpaBUIbHBINA TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BBHIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIy4IlIe JAOBEPATh TeM, KOTO 3HAellb U KTO MEpPBBIA B

pEUTHHTE;

2. He yxa3piBait B TnuHO# mouTe nuuHylo nHpopMmanuwo. Hanpumep, iydiie BeIOpaTh
«My3BIKaTbHBIN _(panaT@» i «pok2013» BMecTo «remal3dy;



3. Hcnonp3yil NBYXATAlHYH0 AaBTOPHU3AMIO. OJTO KOIJAa IMOMHUMO TapoJisi HYXHO
BBOJIUTH KOJI, TPUChLIaeMbIil mo SMS;



4, BriGepu cioxkHbIi maposib. JJIg KaXX7a0ro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM
HAJICKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

o. Ecnu ecTh BO3MOXKHOCTh HANMCaTh CAMOMY CBOM JIMYHBIA BOIPOC, UCHOJIB3YH 3TY
BO3MOKHOCTB;
6. Hcnonb3yil HECKOJIBKO IMOYTOBBIX SIIMUKOB. [IepBbI [J11 4acCTHOM MEPENUCKU C

aJpecaramMH, KOTOPBIM Thl JOBEpsielllb. JTO SJEKTPOHHBIM aJpec HE HaJI0 HCIOJIb30BaTh MpU
peructpanuu Ha Gopymax U caiTax;

7. He oTkpbiBaii (aiiniel 1 Apyrue BIOKEHUS B MUChbMaX Ja)X€ €CJIM OHU IMPUIILIU OT
TBOMX Jpy3el. JIydie yrouHu y HUX, OTIIPABIISUIH JTH OHU TeOe 3TU (haiiiisr;

8. [Tocne okoHuaHus pabOTH HA MOYTOBOM CEPBUCE MEpei 3aKpbITUEM BKIAJIKU C
caiiToM He 3a0yAb HaXKaTh Ha «BeIATHY.

Kub6epOymmiHT 1 BUPTYaJIbHOE H3/I€BATEIbCTBO

KubepOynmHr — npecnenoBanue COOOIIEHUSIMH, COCPIKAIIMMHI OCKOPOJICHHUSI, arpecCulo,
3allyTUBaHKE; XYJIMTAaHCTBO; COIHAIbHOE OOWKOTHPOBAHWE C IMOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 00ii. JIyumuii cioco0: mOCOBETOBAThCS Kak ce0si BECTHU U, €CJIM HET
TOTO, K KOMY MOXHO OOpaTHUThCS, TO BHAYaJle YCIIOKOWTHCSA. EciaM THI HayHemb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €elle 00blle pa30kkKellb KOH(IHKT;

2. VYmpasinsii cBoeil kubeppenyTaimei;

3. AHOHMMHOCTh B CETH MHHUMaA. CyIJ_IeCTBYIOT CITIOCOOBI BBISICHUTBb, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crtout Bectu XynuraHckuil oOpa3 BUPTyaJIbHOHM kM3HH. VIHTepHET (pukcupyer
BCE TBOM JICHCTBHS U COXpaHseT UX. Y JAINTh UX OyJeT KpailHe 3aTpyAHUTENIBHO;

S. CoO:roait cBOM BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyit enuHuuHbli HeraTuB. OJIHOPA30BBIE OCKOPOUTENBHBIE COOOIICHUS
mydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HadaabHOW CTa/Iuu,

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSMH, B
COLIMATIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKHA COOOIIEHUN C OMpEeIeTeHHBIX
a/IpecoB;

8. Eciu T1b1 cBuzmerens kubepOymivHra. TBoum JeMcTBHS: BBICTYNHTH IPOTUB
IIpecieA0BaTesl, MoKa3aTh €My, UTO €r0 AEWCTBHSI OLIEHUBAIOTCS HETaTUBHO, MOJAEPKATh KEPTBY,
KOTOPOM HY’)KHa IICHXOJIOTMYECKas IOMOIlb, COOOIIUTh B3pOCIBIM O (haKTe arpecCUBHOIO
IIOBE/ICHUS B CETH.

MoOunbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U IUIAHILIETHI COJIepKaT B ceOe BIIOJIHE B3POCIBINA (DYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOMITbIoTepaMu. OTHAKO, CPEJICTB 3aIUTHI



JUIs TOJOOHBIX YCTPOWCTB IMOKAa OYEHb Majio. TeCcTUpOBaHHME U TMOHUCK YSI3BUMOCTEH B HUX
MIPOUCXOUT HE TaK MHTEHCUBHO, Kak ytst [1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX TIPUIIOKEHUH.



CoBpeMeHHBIE MOOHWIIBHBIE Opay3epbl YK€ MPAaKTHYECKH JIOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacHipeHue (QyHKIHOHATa BIe4YeT 3a Cc000i OOJBIIYIO CIOKHOCTh M MEHBIIYIO
3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE KPUTHUYECKHE
YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TellehoHa:

1. Huuero ne siBnsiercs mo-HacTosieMy OecruiaTHBIM. Bynb OCcTOpoXeH, BeAb KOTra
Tebe npeasnaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKUE-TO IJIaTHBIC YCIYTH;

2. Hymaii, pexe ueM otrpaBuTh SMS, porto niau Bumeo. Tel TOUHO 3HACIIB, TE OHU
OyayT B KOHEUHOM UTOTE?

3. Heo6xo0anMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(HOHA;
4. Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOMJIBHBIX TeNIE(OHOB;
S. He 3arpyxall mNpuioXeHHs OT HEU3BECTHOIO MCTOYHMKA, BEIb OHH MOTYT

COACPIKATb BpCAOHOCHOC IIPOTPaAMMHOC O6CCHC‘I€HI/I6;

6. [Tocne Toro Kak Thl BBIHJIEIIb C CaiTa, IJie BBOJIWI JIMYHYIO HH(OPMAIIHIO, 3ai/11 B
HACTpOMKHU Opay3epa u ynamu cookies;

1. [Iepnonnuecku npoBepsiii Kakue IIaTHbIE YCIYI'M aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. JlaBail cBoif HOMEp MOOMIJIBHOTO TenedoHa TOJIBKO JIIOASIM, KOTOPHIX Thl 3HACIIb U
KOMY JIOBEpSEILD;

9. Bluetooth momken ObITH BBIKIIIOUEH, KOTJa Thl UM HE MoIb3yelibcs. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIE  OHJIAWH-UTPBI - OTO  KPAacOUYHBbIE, 3aXBaThIBAIOIIME pa3BIICUCHUS,
OOBEIMHSIONINE COTHU ThHICAY YENOBEK MO BceMy MHpy. Wrpoku uccienyroT AaHHBIH UM MHP,
00IIaI0TCsI IPYT C IPYTrOM, BBIMOJTHSIOT 33/IaHUS, CPAXKAIOTCS ¢ MOHCTPAMH H TOTYYalOT OMBIT. 3a
yIIOBOJILCTBUE OHU IUIATAT: MOKYMAOT JUCK, OTUIAYMBAIOT Aa00HEMEHT WJIM IPUOOPETAIOT KaKHue-TO
OTIITUH.

Bce st Cp€acTBa UAYT HA MMOAACPKAHUC U Pa3BUTHUEC UI'PBI, 4 TAKXKE Ha CaMy 0e30IacHOCTh:
COBCPUHICHCTBYIOTCA CUCTCMBI aBTOPU3AllUH, BBIITYCKAIOTCA HOBBIC MMATYU (I_[I/I(I)pOBLIC 3arjIaTKu aJI1d

MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO)IO6HI)IX urpax CTOUT OITIaCcaThbCA HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu
TBOCTO MapoOJjid, Ha KOTOPOM OCHOBAaHa CUCTEMaA aBTOpPU3aAl[UU OOJIBIIMHCTBA urp.

OCHOBHBIEC COBETHI 110 0€30ITACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnmu npyroit urpox BezmeT ce0s IMJIOXO WIM co3gaeT Tebe HENpHITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;



2. [loxxanyiica aIMUHUCTpAaTOpaM WIpPbl HAa IUIOXOE€ I[IOBEACHHE 3TOT0 UIPOKa,
KeJaTesIbHO MPWIOKUTh KaKue-TO IOKa3aTelIbCTBa B BUJE CKPUHOB;



3. He yxa3siBait mnunyro nHpopmanuro B mpodaiisie urpel;

4, VYBaxkall Jpyrux y4aCTHUKOB IO UTPE;

5. He ycranasnuBaii HeodunanbHble TaTYU U MOJIBL;

6. Hcnonb3yit CloXKHBIE U pa3Hble apoiy;

7. Jlaske BO BpeMs UTpbl HE CTOUT OTKJIIOUaTh aHTUBHpYC. [Ioka Thl urpaeuib, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.
OUINMHT WU Kpaska JIMYHBIX JTAHHBIX

OOBIYHOMN KpaKel JIeHEeT ¥ JOKYMEHTOB CEroJHs YK€ HUKOTO HE yJIUBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJICHHUKH MIEPEMECTUIINCH B UHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
WIFOOUMBIMY» JIEJIOM.

Tak mosiBUIIach HOBas yrpo3a: HWHTEPHET-MOIIEHHUYECTBA WM (UINMHT, TJIaBHAs IEJb
KOTOPOTO COCTOUT B TOJYYEHHHM KOH(HICHIMAJIbHBIX IAHHBIX I0JIb30BaTENCH — JIOTHUHOB M
naposieii. Ha anrmmiickom si3pike phishing untaercs kak ¢ummar (ot fishing

— pbIOHAs JIOBJISA, password — mapoJib).

OcHOBHBIE COBETHI 110 00PHOE C PUIIMHTOM:

1. Cnemu 3a cBOMM akKKayHTOM. Eciu Thl mojo3peBaciib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak

MOKHO CKOpEC,

2. Wcnonp3yit Oe3omacHble BeO-caiiThl, B TOM 4YHCIIe, HHTEpHET-Mara3uHoB U
ITOMCKOBBIX CHCTEM;

3. Hcnonb3yit crokHble U pa3Hble Mapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3nmoManu, TO HEOOXOAUMO TMPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI Y T€OS B IPY3bSX, O TOM, UTO T€Os B3JIOMAaJIN U, BO3MOXKHO, OT TBOEIO0 UMEHU
OyZeT pacchuIaThes CllaM U CCHUIKU Ha (DUIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbli napoib (PIN) Ha MoOmIbHBIHN TenedoH;
6. OTKIII0YM cOXpaHEHue Maposst B Opaysepe;
7. He otkpeiBaii (haiinbl U Apyrue BIOKEHUS B MUChbMaX Jak€ €CIM OHM NMPHUILIH OT

TBOMX Jipy3ei. Jlydille yTouHU y HUX, OTHPABIISUIN JIM OHU TeOe AT (Pailsibl.

Hudposas pemyrarus

Hudposas penyranus - 3TO HEraTUBHAs WJIM MO3UTHBHAS HHQPOpMAIMs B CETH O Tele.
Komnpomerupyromass uHopMaus pasMelieHHass B HHTEPHETE MOXET CEepbe3HbIM 00pa3oM
OTPa3UThCS HAa TBOEH peaynbHOU >km3HU. «[ludpoBas pemyramus» - 3TO TBOM UMUK, KOTOPBII
¢bopmupyercs u3 nHpGopMaiu o Tede B UHTEPHETE.



TBOE MecTO KUTEILCTBA, yueObl, TBOC (DMHAHCOBOE TMOJIOKEHNE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBACTCS B CETH.



MHorue moAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MYyONHMKalUM JIMYHOW WHGOpMAIuu B
HNutepHeTe, HE TOHMMAas BO3MOXKHBIX IMOCIEACTBUM. ThI 1ake HE CMOXKEIIb JOTralaThCs

0 TOM, 4TO ororpadusi, pa3MeIIeHHas 5 JIeT Ha3a/l, CTala MPUINHON OTKa3a MPUHSTH
TeOs1 Ha paboTy.

KommeHTtapuu, pasmenienue TBoux ¢ororpaduil U apyrue AeHCTBHsS MOTYT HE UCYE3HYTb
Jake TOCIIe TOT0, KaK Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPaHUI 3Ty HH(POPMAIIHIO, TIOTAJIA JIN
OHa B TIOMCKOBBIE CUCTEMBI U COXPaHWJIACh JIM OHA, a TJIaBHOE: 4TO MOAYMAOT 0 TeOe OKpyXKarolee
JOAM, KOTOPble HAWAYT U YBUIAT 3T0. HaiiTu nH(pOpMAIMIO MHOTO JIET CITYCTSI CMOXKET Jr000i -
KaK U3 JOOPBIX MOOYKACHHUH, TaK U C HAMEPEHUEM NIPUUUHUTD Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaALINU:

1. [Tonymaii, mpexxae 4em 4To-TO MyOJMKOBaTh M IepenaBaTh y ceds B Oiore Wiu B
COIIMAJIbHOM CETH;

2. B nacrpoiikax nmpoduiisi yCTaHOBH OTpaHUYEHHUS HA MPOCMOTP TBOETro Mpoduist u
€ro COAEPKUMOTrO0, CAEIIall €ro TOIBKO «IJI APY3en»;

3. He pa3memaii u He yka3piBaii HH(pOpMaIIHIO, KOTOpas MOKET KOro-11u00 0CKOpOIsSTh
Ui O0MXKaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE MIKOJBHUKW- aKTUBHBIC MOJIB30BATENM HHU(PPOBOro MpocTpancTBa. OaHAKO
JlaJIeKO0 HE BCE 3HAIOT, YTO MOJB30BAaHWE MHOTHMHU BO3MOXKHOCTSIMH IH(PPOBOTO MHpa TpeOyeT
coOJTI0/IeHUsI TPAaB Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TCpMI/IH MHTCJUJICKTYaJIbHas COOCTBEHHOCTEY» OTHOCHTCA K pa3iiMdyHbIM TBOPCHUAM
YCJIOBCYCCKOI'0 yMa, HaAUMHAs C HOBBIX I/I306peTeHI/II>’I M 3HAKOB, O603HaanOIlII/IX COOCTBEHHOCTh Ha
IMPOAYKTEI U YCIIYI'U , 1 3aKaHYUBass KHUTaMU, q)OTOFpa(l)I/ISIMI/I, KI/IHO(l)I/IJ'II)MaMI/I N MY3bIKaJIbHBIMHU
MMPONU3BCACHUSAMU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa MHTEIUICKTYalbHYI0 COOCTBEHHOCTh Ha HPOM3BEACHUS
HayKH, JINTEPATypbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KA4€CTBE FapaHTUM TOTO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUN TPyl aBTOpa He OyJIeT HampacHbIM, JacT €My CIIpaBeaJIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTarax CBOEro TPyJa, MOJYyYUTh M3BECTHOCTh M MpPU3HAHHUE.
Huxkro Ge3 paspemieHus aBropa He MOXET BOCHPOM3BOJIUTH €T0 MPOU3BEICHHE, PACIIPOCTPAHSATD,
nyOJIMYHO JE€MOHCTPUpPOBATh, IPOJABaTh, HMIIOPTHPOBaTh, IycKaTb B MPOKAT, ITYOJIUYHO
UCTIOJHATH, TOKA3bIBaTh/UCIIOIHATH B 3(HUpe WU pazmemiaTs B IHTepHeTe.

Hcnonb30BaHue «IUPaTCKOT0» MPOrPaMMHOI0 00eCreueHUs] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JAAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKM TBOErO YCTpOMCTBa, Tie
YCTaHOBJICHHBIH He JerajibHas nporpamma. He cTOUT Takske 3a0bIBaTh, YTO CYILECTBYET JIEraJbHbIE
u OecriaTHbIE IPOrpaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CereBu4oK.p( - TBOI TJIaBHBIA COBETUMK B CETH. 37I€Ch Tl MOXKEIIIh y3HATh O 0€301IaCHOCTH
B CETU TMOHATHBIM M JIOCTYNHBIM $I3BIKOM, a MpPU BO3HUKHOBEHUU KPUTUUYECKON CHUTYyallUH
o0paTuTbcs 3a COBETOM. A TakKe NMPUHATH y4dacTHe B KOHKypcax M CTaThb CaMbIM IM(POBHIM
rpaKJaHUHOM !






